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Abstract

The rapid adoption of cloud computing and
web-based applications has significantly
transformed the way data is stored, accessed,
and shared. However, this evolution has also
introduced serious security challenges,
including data breaches, unauthorized access,
data leakage, and lack of transparency in user
activities. Ensuring secure file sharing while
maintaining data confidentiality and integrity
has become a critical requirement in modern
information systems. This project proposes a

Secure File Sharing System with an integrated
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Log Analysis Module to address these
challenges. The system is designed and
implemented using Python and the lightweight
Flask framework for backend operations, while
MySQL is used for efficient and secure data
storage. The primary objective of the system is
to provide a secure platform where users can
share files without

upload, store, and

compromising data security.

To ensure confidentiality, the system employs
the Advanced Encryption Standard (AES)
algorithm, a widely trusted symmetric
encryption technique known for its high
performance and strong resistance against
cryptographic attacks. When a user uploads a
file, it is automatically encrypted using a
dynamically generated secret key before being

stored on the server. This ensures that even if
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the storage system is compromised, the data

remains unreadable to unauthorized users.

The  system  incorporates a  robust
authentication mechanism where users must
register and log in before accessing any
functionality. Access control is strictly
enforced, allowing only authorized users to
share and receive files. During file sharing, the
encrypted file is transferred securely, and the
decryption key is shared through a protected
mechanism, ensuring that only intended

recipients can access the original content.

A key feature of this system is the integrated
log analysis module, which records all user
activities such as registration, login attempts,
file uploads, downloads, sharing actions, and
decryption events. These logs are stored in a
centralized database and presented through an
administrative dashboard. The administrator
can monitor user behavior, detect anomalies,
and identify potential security threats such as
repeated failed login attempts or unauthorized
access patterns. This enhances system
transparency, accountability, and proactive

security management.

Furthermore, the system is designed with
scalability and extensibility in mind. It can be

enhanced with advanced features such as

rolebased access control, cloud deployment,
automated key management systems, and
Aldriven threat detection. The modular
architecture ensures easy integration of future
enhancements  without

security affecting

existing functionalities.

In conclusion, the proposed system provides a
comprehensive and practical solution for
secure file sharing in cloud environments by
combining encryption, authentication, access
control, and real-time log monitoring. It not
only safeguards sensitive data but also
strengthens overall system security through
continuous activity tracking and analysis,

making it suitable for real-world applications

in organizations and institutions.
Keywords

Secure File Sharing, Cloud Security, Data
Encryption, Advanced Encryption Standard
(AES), Log Analysis, User Authentication,
Access Control, Data Integrity,
Confidentiality, Cloud Monitoring

1. Introduction

While cloud environments offer scalability,
flexibility, and cost efficiency, they also

introduce significant security challenges such
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as data breaches, unauthorized access, insider
threats, and lack of visibility into system
activities. As sensitive information is
continuously exchanged over cloud networks,
ensuring data security and proper monitoring

has become a critical concern.

Cloud security analysis plays a vital role in
identifying vulnerabilities, detecting threats,
and ensuring that security policies are properly
enforced. However, traditional security
systems often focus only on prevention
mechanisms  like  authentication  and

encryption, while neglecting continuous
monitoring and analysis of user activities. This
lack of monitoring can make it difficult to
detect suspicious behaviour or respond to

security incidents in a timely manner.

To address these challenges, this project
proposes a Cloud Security Analysis and Log
Analysis System that combines secure file
handling with real-time activity tracking. The
system is developed using Python and the
Flask framework, with MySQL wused for

efficient data management. It incorporates the

Advanced Standard
(AES) algorithm to ensure data confidentiality

Encryption

during storage and transmission.

In addition to secure file sharing, the system
includes a comprehensive log analysis module

that records all user activities such as login

attempts, file uploads, downloads, and sharing
actions. These logs are analysed by the
administrator to detect anomalies, prevent
unauthorized access, and maintain system

accountability.

Core Problem: The core  problem
addressed in this project is the lack of secure
and reliable mechanisms for file sharing and
activity monitoring in cloud environments. As
cloud usage increases, sensitive data is
frequently stored and transmitted online,
making it vulnerable to security threats such as
data breaches, unauthorized access, and data

leakage.

Many existing systems rely only on basic
authentication methods and do not implement
strong encryption techniques like Advanced
Encryption Standard (AES) to protect stored
and shared data. As a result, if the system is
compromised, sensitive information can be

easily accessed or misused.

Additionally, there is often no proper logging
or monitoring system to track user activities.
Without log analysis, it becomes difficult to
detect suspicious behaviour such as repeated
failed login attempts, unauthorized file access,
or malicious actions. This lack of visibility
reduces

accountability and delays the

identification of security threats.
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Therefore, the main problem is the absence of
an integrated solution that combines strong
data encryption, secure access control, and
real-time log analysis to ensure both data
protection and continuous monitoring in cloud-

based systems.
Research Questions:
RQ1: Data Security

How can secure file sharing be implemented in
cloud systems to ensure data confidentiality
and integrity during storage and transmission?

RQ2: Encryption Effectiveness

How effective is the Advanced Encryption
Standard (AES) algorithm in protecting

sensitive data from unauthorized access?
RQ3: Authentication and Access Control

How can user authentication and access control

mechanisms be designed to prevent
unauthorized users from accessing shared

files?

RQ4: Log Analysis and Monitoring

How can log analysis techniques be used to
track user activities and detect suspicious or

malicious behavior in real time?

2. Literature Review

Cloud computing has become a widely adopted
technology for data storage and sharing due to
its  flexibility, scalability, and cost-
effectiveness. However, the rapid growth of
cloud services has also led to increasing
concerns about data security, privacy, and
unauthorized access. Researchers have
proposed various techniques to address these
challenges, mainly focusing on encryption,

authentication, and monitoring mechanisms.

One of the most commonly used approaches
for securing data is encryption. The Advanced
Encryption Standard (AES) algorithm is
widely recognized for its strong security and
efficiency. Many studies highlight AES as a
reliable method for protecting sensitive data
both at rest and during transmission. Its
symmetric key nature allows fast processing,

making it suitable for real-time applications.
902

2026 Volume 09 Issue 03 www.irjweb.com | March — 2026 — IRJEdT



http://www.irjweb.com/
https://www.irjweb.com/

i

IRJEAT

International Research Journal of Education and TechnologyPeer

Reviewed Journal, ISSN: 2581-7795

However, encryption alone is not sufficient if

key management is not handled securely.

In addition to encryption, authentication and
access control mechanisms play a crucial role
in cloud security. Traditional systems often rely
on username and password-based
authentication, which can be vulnerable to
attacks such as brute force or credential theft.
Recent research emphasizes multi-factor
authentication and role-based access control to
enhance security and restrict unauthorized

acCcCcss.

Another important aspect of cloud security is
activity monitoring through log analysis.
Several studies suggest that maintaining
detailed logs of user activities can help in
detecting suspicious behavior and identifying
security breaches. Log analysis systems enable
administrators to monitor login attempts, file
access patterns, and system usage, thereby

improving accountability and transparency.

Despite these advancements, many existing
systems focus only on individual aspects of
security, such as encryption or authentication,
without integrating them into a wunified
framework. This creates gaps in overall system
security, particularly in detecting realtime

threats and ensuring continuous monitoring.

Therefore, the proposed system aims to bridge

this gap by combining strong encryption using

AES, secure authentication mechanisms, and a
comprehensive log analysis module. This
integrated approach provides enhanced data
protection, better monitoring, and improved
overall cloud security compared to traditional
2021 ML roles; 2024 gen Al
explosion; 2025 maturity (McKinsey:
accountability era ) 41121

systems.

3. System Architecture

The proposed Cloud Security Analysis and
Log Analysis System follow a client-server
architecture that ensures secure
communication, efficient data handling, and
centralized monitoring. The system is divided
into multiple interconnected modules, each
responsible for specific functionalities such as
authentication, encryption, file management,

and log analysis.

3.1 Architecture Overview The system
consists of three main layers:
Presentation Layer (Client Side):

¢ Provides the user interface where users
can register, log in, upload files, and

share data.

Application Layer (Server Side):
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Handles business logic, including

authentication, encryption, file

processing, and log management using
Flask.

Data Layer (Database):

 Stores user data, file metadata,
encryption keys (securely), and logs
using MySQL.

3.2 System Modules

1. User Authentication Module

* Handles user registration and login
* Verifies user identity before granting

access

¢ Prevents unauthorized access

2. File Upload and Encryption Module

* Allows users to upload files
* Encrypts files using the Advanced
Encryption Standard (AES) algorithm

before storage

* Ensures confidentiality of stored data

3. File Sharing Module

* Enables secure file sharing between
users

¢ Restricts access to authorized users

only

*  Supports controlled file access

4. File Decryption Module

* Allows authorized users to decrypt
files

* Requires a valid decryption key

* Ensures data integrity during retrieval

5. Log Analysis Module

* Records all system activities (login,

upload, download, sharing)

» Stores logs in a centralized database

* Helps detect suspicious activities

6. Admin Monitoring Module

¢ Provides dashboard for administrators
* Displays logs and user activities

* Enables security analysis and system

monitoring
3.3 Data Flow Description

* User registers and logs into the system

» User uploads a file — file is encrypted
using AES

* Encrypted file is stored in the
database/server

* User shares file with another
authorized user

* Receiver gets encrypted file + key —

decrypts file



All actions are recorded in the log

database

* Admin monitors logs for suspicious

activities
3.4 Security Features in Architecture

* End-to-end encryption  using
Advanced Encryption Standard (AES)

¢ Secure authentication and access control

* Centralized logging and monitoring

4. Methodology &
Implementation

The methodology describes the step-by-step
process followed to design and develop the
Cloud Security Analysis and Log Analysis
System. It focuses on secure data handling,
user authentication, encryption, and activity

monitoring.
4.1 System Workflow
User Registration and Authentication

Users create an account and log in using secure
credentials. Authentication ensures that only

authorized users can access the system.

File Upload Process

After login, users can upload files to the

system through the interface.

File Encryption

Before storage, files are encrypted using the
Advanced Encryption Standard (AES)

algorithm to ensure confidentiality. Secure

File Storage

Encrypted files are stored on the server or

database securely.

File Sharing Mechanism

Users can share encrypted files with other

authorized wusers by granting access

permissions.

File Decryption Process

The receiver uses a valid secret key to decrypt

the file and access the original content.

Log Recording and Analysis

All user activities such as login, upload,
download, and sharing are recorded and

analyzed to detect suspicious behavior. 4.2

905

2026 Volume 09 Issue 03 www.irjweb.com | March — 2026 — IRJEdT



http://www.irjweb.com/

Methodological Approach Security-Oriented
Design: Focus on protecting data using
encryption and authentication

*  Modular Approach: System divided
into independent modules

(authentication, encryption, logging)

* User-Centric Design: Simple and

easyto-use interface

* Continuous Monitoring: Log analysis

for real-time security tracking

Implementation

The implementation describes

the technologies and tools used to develop the

system and how each module is built.
4.1 Technologies Used

Backend: Python

Framework: Flask

Database: MySQL

Encryption: Advanced Encryption Standard
(AES)

4.2 Module Implementation

1. Authentication Module

* Implements user registration and login
* Validates user credentials

* Ensures secure session handling

2. File Handling Module

* Manages file upload and download

» Stores encrypted files on the server

3. Encryption Module

* Uses AES algorithm to encrypt files

before storage

* Generates secure secret keys for

encryption and decryption

4. Sharing Module

* Allows users to share files securely
¢ Ensures access control for authorized

users only

5. Log Analysis Module

. Records all system activities

. Stores logs in the database
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. Displays logs in admin

dashboard 4.3 System Integration

All modules are integrated using the Flask

framework, ensuring smooth communication
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between frontend, backend, and database. The
system maintains data consistency and security

across all operations.
4.4 Testing and Validation

* Verified encryption and decryption

accuracy

* Tested authentication and  access
control

* Checked log recording and monitoring

* Ensured system performance and

reliability

5. Results & Analysis

The proposed Cloud Security Analysis and Log
Analysis System was successfully developed
and tested to evaluate its performance in terms
of security, efficiency, and usability. The
results demonstrate that the system effectively
protects sensitive data and provides reliable

monitoring of user activities.
5.1 Results
Secure File Encryption and Storage:

All uploaded files were successfully encrypted
using the Advanced Encryption Standard
(AES) algorithm before being stored. This
ensured that even if unauthorized access

occurred, the data remained unreadable.

Accurate File Decryption:

Authorized users were able to decrypt files
correctly using the valid secret key, with no

data loss or corruption.

User Authentication Efficiency:

The system effectively restricted access to
registered users only, preventing unauthorized

login attempts.

Secure File Sharing:

Files were shared only with authorized users,
ensuring controlled access and maintaining

data confidentiality.

Log Recording:

All user activities, including login, file
upload, download, sharing, and decryption,

were successfully recorded in the system logs.

Admin Monitoring:

The administrator dashboard displayed logs
clearly, allowing easy monitoring and tracking

of user behavior. 5.2 Analysis

Security Analysis:



The use of Advanced Encryption Standard
(AES) encryption significantly improved data
security. Unauthorized users could not access
or interpret encrypted files without the correct

key.

Performance Analysis:

The system showed good performance for
small and medium-sized files. Encryption and
decryption processes were fast and efficient,

though slightly slower for larger files.

Log Analysis Effectiveness:

The log module successfully detected
suspicious activities such as repeated failed
login attempts, helping improve system

security and accountability.

Usability Analysis:

The system interface was simple and
userfriendly, making it easy for users to

upload, share, and access files securely.

Reliability:

The system performed consistently without
errors during testing, ensuring reliable

operation.

5.3 Comparative Analysis

* Compared to traditional file sharing

systems:

* Provides stronger security through

AES encryption

* Offers better monitoring with log
analysis

* Ensures controlled access to files

6. Discussion

The proposed Cloud Security Analysis and Log
Analysis System demonstrate a practical
approach to addressing key security challenges
in cloud-based file sharing. By integrating
authentication, and

encryption, activity

monitoring, the system provides a

comprehensive  solution for  protecting
sensitive data and ensuring secure user

interactions.

One of the major strengths of the system is the
implementation of the Advanced Encryption
Standard (AES) algorithm, which ensures
strong data confidentiality. Encrypting files
before storage significantly reduces the risk of
data exposure, even if the server is

compromised. This highlights the importance
909
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of applying encryption not only during

transmission but also at rest.

Another important contribution is the inclusion
of a centralized log analysis module. Unlike
traditional systems that lack monitoring
capabilities, this system records all user
activities and provides visibility into system
operations. This feature enhances
accountability and helps in identifying
suspicious behavior, such as repeated failed

login attempts or unauthorized access patterns.

The integration of authentication and access
control mechanisms further strengthens system
security by ensuring that only authorized users
can access and share files. This layered
security approach—combining encryption,
authentication, and monitoring— provides
better protection compared to systems that rely

on a single security technique.

However, the system also has certain
limitations. Key management remains a
challenge, as secure generation, storage, and
sharing of encryption keys are critical for
maintaining security. Additionally, system
performance may be slightly affected when
handling large files due to encryption and

decryption overhead.

Overall, the system demonstrates that

combining multiple security mechanisms can

significantly enhance cloud security. It
provides a balanced solution that maintains
both security and usability, making it suitable

for real-world applications.

7. Future Work & Conclusion

The proposed system provides a strong
foundation for secure file sharing and log
analysis; however, several enhancements can
be implemented to improve its functionality,

scalability, and security.
Role-Based Access Control (RBAC):

Future versions can include role-based
permissions (admin, user, manager) to provide

more controlled and flexible access.
Advanced Key Management System:

Implement secure key exchange and storage
mechanisms to improve the management of
encryption keys used in the Advanced
Encryption Standard (AES) algorithm.

Cloud Deployment and Scalability:

The system can be deployed on cloud
platforms to handle large-scale data and

multiple users efficiently.

Multi-Factor Authentication (MFA):
Adding extra authentication layers (OTP,

biometrics) will enhance user account security.
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Al-Based Log Analysis:

Integrating machine learning techniques can
help automatically detect anomalies and

predict potential security threats.
Performance Optimization:

Improve encryption and decryption speed for

handling large files more efficiently.

Conclusion: The proposed Cloud Security
Analysis and Log Analysis System providesan
effective solution for secure file sharing in
cloud environments. By integrating strong
encryption using the Advanced Encryption
Standard (AES) algorithm, along with
authentication and access control mechanisms,
the system ensures data confidentiality and

integrity.

The inclusion of a log analysis module
enhances system transparency by recording
and monitoring all user activities, allowing
administrators to detect suspicious behavior
and prevent security threats. This combination
of encryption and monitoring provides a
comprehensive security approach compared to

traditional systems.

Although the system has certain limitations,
such as key management challenges and
performance considerations, it demonstrates a
reliable and scalable model for secure data

handling. With further enhancements like

Albased monitoring and advanced access
control, the system can be extended for

realworld applications.

Overall, this project highlights the importance
of integrating multiple security mechanisms to
build a robust and efficient cloud security
solution. pioneers deep Al for full-stack,
distinct in quantum-symbolic depth, validated
rigorously. Empowers 2026 projects as
platforms.

autonomous Open-source

imminent.
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